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Who is this for?

This brief is intended to inform local governments and smart city managers interested in deploying

XR technology. This brief will provide an introductory insight into the impact that XR can have in an

urban environment which can support the planning process for responsible deployment of XR.

Introduction

Extended Reality (XR) is emerging as a tool for public-
sector transformation: from immersive citizen engagement
and training, to virtual tourism and remote asset inspection
and city planning in smart cities.

XR can increase access, improve outcomes and reduce
costs, but it also introduces new data-privacy, accessibility,
safety and equity risks. Local governments need a
consistent, pragmatic and robust impact assessment
process to manage risks and evaluate value, in order to
make well-considered investment decisions that enable
safe and effective digital transformation.

Why assess XR deployments?

The EU Digital Europe

Programme allocates
> €8.1 billion to
advanced digital

technologies
(Al, HPC, and twins)

Source: Market Data Forecast, April
2025, “Europe Digital Twin Market”

XR deployment at the local authority level presents plenty of opportunities:

e  Enhanced public engagement: realistic visualisations for planning consultations and

proposals.

®  Service delivery: therapy support, vocational training for council staff, and simulation training

for emergency services.

®  Smart-city operations: immersive dashboards for city maintenance, remote inspection
of sensors, and digital twin interfaces for decision-making, e.g. in city planning or traffic

management.

e  Tourism and culture: virtual heritage tours, previewing attractions and broadened access for

disabled or remote visitors.
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However these deployments also come with risks and challenges specific to the
application area, how it has been developed and who the intended users are:

Personal data: XR devices and platforms can collect fine-grained biometric and behavioural
data (gaze, motion, physiological responses) which can create a privacy risk.

Accessibility and inclusion: headset fit, cybersickness, sensory or cognitive accessibility and
the digital divide can exclude people.

Health & safety: cybersickness, extended use, disorientation, or risks from the surrounding
environment need to be considered.

Procurement and interoperability: poor data sharing policies, and unclear maintenance
liabilities may lead to a lack of accountability.

Legal/regulatory: privacy laws, procurement rules, public-space use policies, and duty-of-care
responsibilities need to be considered despite limited regulation specific to the use of XR.

Given the variety of risks that XR deployment poses, local governments need to balance potential
public value with ethical, legal and practical safeguards. Due to the emerging nature of the
technology, a comprehensive understanding of the impact of XR is still in development, hence we

recommend a multifaceted assessment approach.

Recommended approach for XR impact assessment

Privacy and ol Technical Pilot design and
o Ethical risk )
Yy t value evaluation
considerations ImeETEERef S q
assessment metrics

Project

scoping

Project scoping & baseline - Define the service objective, expected outcomes and
stakeholders (both internal and external). Identify whether the use case will handle sensitive
personal data or vulnerable groups.

Privacy and security considerations - Conduct a Data Protection Impact Assessment (DPIA)
if personal/biometric data will be processed. Interoperability & security review: data sharing
and storage requirements, encryption, authentication.

Ethical risk management - Health & safety risk assessment (including physical layout for
public demonstrations and workplace ergonomic risks when using VR headsets that obscure
the real world environment). Create index of risks identified for ongoing monitoring of
mitigation measure efficiency. Run an Accessibility Impact Check (AIC) against a short
checklist (compatibility with assistive technology, alternative experiences, guidance for
sensory limits).

Technical value assessment - Benefits analysis: estimate quantitative (cost savings, increased
throughput) and qualitative benefits (user satisfaction, cultural value). Total cost of ownership
and procurement review: device lifecycle, licences, maintenance, training and upgrade path.
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5. Pilot design & evaluation metrics - Design a time-boxed pilot with clear success metrics
mapped to baseline (e.g., increase in public participation, training completion rates, error
reduction in inspections). Include diverse user groups in pilot sampling to test inclusion and
accessibility. Pre/post measures: user surveys (usability, wellbeing), physiological markers if
ethically justified, operational KPIs and cost tracking.

Conclusion

XR presents meaningful opportunities for local public services and smart-city management but
to avoid misinformed deployment or unintended consequences we recommend conducting

an impact assessment that identifies areas for protecting privacy, ensuring inclusion, managing
safety and demonstrating value. By following a multifaceted approach local governments will be
positioned to trial XR responsibly and scale successful applications with public trust.

Further reading

° European Commission guidance on when to conduct a DPIA - national authorities should be
referred to for further details.

e Information on XR Accessibility Challenges https://www.w3.org/TR/xaur/

° Further info on ethical risks associated with XR: Code of Conduct for XR developers https://
doi.org/10.5281/zenodo.17035113

e  User-Centric Evaluation Methods for Digital Twin Applications in Extended Reality https://doi.
org/10.1109/AIxVR63409.2025.00028
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