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Who is this for?

These recommendations are for effectively implementing a dynamic management of data
protection within private organisations participating in multi-partner research projects, such as for
the creation of digital twins. This allows organisations to address the specific risks and requirements
of each project, datasets, and use case, enabling them to implement the necessary tools to ensure
responsible data access and privacy. Recommendations set out here are most useful for the early
development stage, but the issues should be returned to throughout the development process.

Introduction

As digital applications, particularly those relying on image-based datasets such as digital twins,
become increasingly central to innovation, organisations face a challenge: reconciling data
accessibility with rigorous privacy and security compliance. Organisations involved in creating
digital twins of large-scale real-life scenes heavily depend on large amounts of high-quality data

to develop innovative algorithms. Recreating accurate scenes is likely to require the (collateral)
capture and processing of personal data, carrying with it privacy and security risks that demand
compliance with requirements of the EU General Data Protection Regulation (the GDPR). However,
compliance in innovation cannot be achieved simply by checking boxes. It requires engaging the
entire organisation in the responsibility of protecting data, a concept that privacy experts call
“accountability.”
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Context and development

Data protection and privacy requirements - Depending on the nature of the

0<: personal data being processed and the level of protection required, compliance
measures may involve obtaining the relevant consent, or alternatively, demonstrating
a legitimate interest or another valid basis for processing. In all cases, data subjects
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must be properly informed about how their data will be handled by the organisation. For datasets
obtained through recordings in public areas, this could be ensured by displaying information
notices or panels on vehicles equipped with recording cameras.

Data sharing - Once a valid legal basis has been established, it is necessary to

= determine with whom the data may be shared. In line with the GDPR principle of
data minimisation, access should be restricted to the strictly necessary minimum
personnel, subcontractors and possible collaborators.

Open science and protecting intellectual property - Data protection is not

- = incompatible with the open science research principle of being “as open as possible,
as closed as necessary”. When data must be shared during project development,
the responsibilities for their processing must be clearly and precisely defined by the
entities involved, trough data processing agreements (DPAs), joint controllership
agreements (JCA) or data transfer agreements (DTAs).

Recommendations for dynamic management of data protection

Anticipate
risks and
safeguards

Data Interdisciplinary Definition of

protection

officer support team clear purpose

Continuous
assessment of
risks and
mitigation
measures

1. Privacy by design and by default: data protection compliance measures should be part
of every step of development: these shall be guaranteed before data collection begins,
attending to the provision of personal data “by design and by default”. Researchers and
developers should anticipate which technical, physical, and strategic safeguards will be

applied.
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2. Mitigating measures that support the purpose of processing: though anonymisation
is recognised by the GDPR as a sufficient measure for data protection, which can be
advantageous from the data management perspective, anonymisation may reduce
the accuracy of recognition algorithms. For example, blurring or altering images may
obscure critical details, leading to a significant loss of accuracy in algorithms trained on
anonymised data for recognition purposes. This is why additional measures for processing
non-anonymised data should also be explored to be sure data protection measures are
compatible and optimised to the purpose of the processing.

3. Continuous risk assessment and implementation of mitigation measures: regularly identify
and evaluate potential vulnerabilities. Having both logical and physical infrastructure in place
for information protection is the first step, and it highlights that the protection of personal
data must also be considered a key component of cybersecurity measures. It is not just a
checklist, it is about building a culture of accountability.

4. Data protection officer (DPO) support: having the professional assessment of a DPO may
be useful in complex situations like processing massive quantities of datasets for algorithm
development purposes. Their independence and lack of conflicts of interest with the
organisation helps identify risks, ensure the implementation of appropriate solutions, and
guarantees that accountability processes remain independent.

Conclusion

There is no single measure that guarantees compliance with data protection laws across all
contexts. The foundation of effective data governance lies in understanding why the data is
collected and used, and then applying the right safeguards.

The real competitive advantage comes when organisations foster a culture of responsibility and
protection. That is how computer vision and technology can move forward, sustainably, ethically,
and with the trust of everyone involved.

Further reading

e EDPB Guidelines, Recommendations, Best Practices for Understanding EU Data Protection
Laws https://www.edpb.europa.eu/our-work-tools/general-qguidance/quidelines-

recommendations-best-practices_en
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