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Who is this for?

This brief is intended to inform digital twin creators and owners on the importance of good
practices for data quality for running and maintaining a robust and reliable digital twin. The

brief provides recommendations for managing data quality at different stages of digital twin
development and deployment. Recommendations are grouped according to stages of digital twin
creation and can be navigated to according to the needs of the reader.

Introduction

As industries become increasingly digitised, technologies such as digital twins and extended reality
(XR) are transforming how we design, monitor, and interact with physical systems. Digital twins

and XR, which encompasses augmented reality (AR), virtual reality (VR), and mixed reality (MR), are
reshaping sectors ranging from manufacturing and healthcare to urban planning and aerospace.
These innovations offer powerful capabilities: real-time simulation, immersive training, predictive
maintenance, and collaborative design. However, their effectiveness hinges on a critical yet often
underestimated factor — data quality.

High-quality data serves as the foundation of both digital twins and XR applications. For digital
twins, accurate and timely data is essential to reflect the real-world counterpart with fidelity. These
virtual models continuously ingest and analyse data from sensors, loT devices, and other sources
to monitor system performance, detect anomalies, and simulate future states. If the data feeding
these systems is incomplete, outdated, or erroneous, the insights generated become unreliable,
leading to flawed decisions, operational inefficiencies, and potential safety risks.

Similarly, XR technologies rely heavily on quality data to deliver precise and contextually relevant
experiences. In AR, for example, spatial data and object recognition must be highly accurate

to correctly overlay digital information onto the physical world. In XR applications, the realism
and usability of simulations depend on the integrity of 3D models, motion tracking data, and
environmental inputs. Poor data quality can result in disorienting or misleading experiences,
reducing the effectiveness of training simulations, design reviews, or remote collaboration.
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Moreover, as these technologies are increasingly integrated into mission-critical systems, such

as smart grids and autonomous vehicles, data quality becomes not just a technical concern but

a matter of trust, safety, and compliance. High-quality data ensures that digital representations
behave as expected, support predictive analytics with confidence, and meet regulatory standards
for accountability and traceability.

In a broader sense, the convergence of digital twins and XR amplifies the need for unified, high-
integrity data. Imagine a scenario where a maintenance engineer uses an AR headset to interact
with a digital twin of a factory machine. For this system to work seamlessly, the underlying data
must be synchronised across multiple dimensions: real-time telemetry, historical performance logs,
geometric accuracy, and spatial positioning. Any inconsistency can lead to confusion or operational
errors.

Achieving high data quality involves addressing issues such as completeness, consistency, accuracy,
timeliness, and relevance. It requires a combination of robust data governance, automated
validation tools, and cross-disciplinary collaboration between data scientists, domain experts, and
developers.

Data needs for digital twins

There are roughly five stages of reliable large-scale digital twin deployment that depend on the quality
of the data:

1. Data capture
Digital twin creation
Real-time updates

Digital twin outputs

o &~ w0 b

Major updates to digital twin

Each stage requires different types of datasets, collected by different entities allowing for a great
number of divergencies in data collection, labelling and storage practices. Using the example of a
smart city digital twin, we present a simplified matrix of the data needed at each stage:
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Data types Data collector | Necessity Data user Personal
examples data
involved?
DEIENTIIN Raw files and Drone or To capture Digital Twin Likely
images from video camera the likeness, developer
camera, LIDAR operator, LIDAR | measurements,
and other depth of the
measuring real world
sensors
Digital Twin Image datasets Third-party Training or Digital Twin Likely
creation (publicly tailoring developer
available algorithms to
datasets) interpret data
capture files
and create the
digital twin
Real-time Sensors e.g. City managers, | To take the 3D | Digital twin Unlikely
UpdateS traffic, air Sensor owners model created | developer/
pollution, lighting, from previous manager
manual inputs to stages and
advance it to
digital twin
status
Digital Twin Text based Software/ To leverage Residents, Use case
outputs insights such as product insights from city planners, dependant
recommendations | generated a digital visual | managers
(e.g. for replication of
maintenance), a real world
storytelling environment/
scene
\VETRIIET <=3 Updated data City managers, | To maintain Digital twin Likely
and major capture or sensor | camera accuracy and developer/
updates information or sensor consistency manager
operators with the
real world
environment

This example highlights roughly four roles involved in creating a large-scale digital twin of a real

life scene.

1. Scene capturer = operator of capture devices such as drone or video camera, LIDAR and

other measuring sensors)
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2. Digital twin developer = responsible for recreating the real-life scene or object digitally

3. Sensor operators/ managers = the source of synchronisation and updates from the real
scene, e.g. through sensors

4. Digital twin owner = the person/ organisation responsible for decisions on the Digital Twin
use case and defining its needs and requirements

Depending on the size of the organisation involved these roles could all be assigned in-house,
or they could be all or partially outsourced. Regardless clear lines of responsibility are needed to
assign accountability. Below are recommendations for how practitioners in each of these roles can

contribute to improving data quality:
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Conclusion

In summary, managing data quality is key to a reliable digital twin and requires intervention at
multiple stages of the digital twin creation process. Establishing key lines of accountability for
quality across the delivery team can support achieving the set goal. This brief has provided
recommendations specific to some of the main roles within the digital twin creation pipeline.
However, each organisation has different structure and culture. How these roles relate to your
own organisation’s nature and requirements should be considered as part of taking on the
recommendations.
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Further reading

° Clarke, R. (2016). Big data, big risks. Information Systems Journal, 26(1), 77-90. https://doi.
ora/10.1111/isj.12088

° Experian. (2013). The State of Data Quality. https://media.edg.com/494béf/globalassets/
white-papers/the-state-of-data-quality.pdf

e  The Data Deluge: An ellScience Perspective. (2003). In T. Hey & A. Trefethen, Grid
Computing (1st edn, pp. 809-824). Wiley. https://doi.org/10.1002/0470867167.ch36

e  Official NIST homepage for the framework, the document explains how data is fundamental
for Al Risk management. Link: https://www.nist.gov/itl/ai-risk-management-framework

Contact
LinkedIn: https://www.linkedin.com/in/didymos-xr-project-b13b33266/

Email: didymos-xr-office@joanneum.at

Website: https://didymos-xr.eu/
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