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Introduction
As industries become increasingly digitised, technologies such as digital twins and extended reality 
(XR) are transforming how we design, monitor, and interact with physical systems. Digital twins 
and XR, which encompasses augmented reality (AR), virtual reality (VR), and mixed reality (MR), are 
reshaping sectors ranging from manufacturing and healthcare to urban planning and aerospace. 
These innovations offer powerful capabilities: real-time simulation, immersive training, predictive 
maintenance, and collaborative design. However, their effectiveness hinges on a critical yet often 
underestimated factor – data quality.

High-quality data serves as the foundation of both digital twins and XR applications. For digital 
twins, accurate and timely data is essential to reflect the real-world counterpart with fidelity. These 
virtual models continuously ingest and analyse data from sensors, IoT devices, and other sources 
to monitor system performance, detect anomalies, and simulate future states. If the data feeding 
these systems is incomplete, outdated, or erroneous, the insights generated become unreliable, 
leading to flawed decisions, operational inefficiencies, and potential safety risks.

Similarly, XR technologies rely heavily on quality data to deliver precise and contextually relevant 
experiences. In AR, for example, spatial data and object recognition must be highly accurate 
to correctly overlay digital information onto the physical world. In XR applications, the realism 
and usability of simulations depend on the integrity of 3D models, motion tracking data, and 
environmental inputs. Poor data quality can result in disorienting or misleading experiences, 
reducing the effectiveness of training simulations, design reviews, or remote collaboration.

Recommendations for managing data quality 
throughout the creation of a digital twin
November 2025
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Who is this for?

This brief is intended to inform digital twin creators and owners on the importance of good 
practices for data quality for running and maintaining a robust and reliable digital twin. The 
brief provides recommendations for managing data quality at different stages of digital twin 
development and deployment. Recommendations are grouped according to stages of digital twin 
creation and can be navigated to according to the needs of the reader.
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Moreover, as these technologies are increasingly integrated into mission-critical systems, such 
as smart grids and autonomous vehicles, data quality becomes not just a technical concern but 
a matter of trust, safety, and compliance. High-quality data ensures that digital representations 
behave as expected, support predictive analytics with confidence, and meet regulatory standards 
for accountability and traceability.

In a broader sense, the convergence of digital twins and XR amplifies the need for unified, high-
integrity data. Imagine a scenario where a maintenance engineer uses an AR headset to interact 
with a digital twin of a factory machine. For this system to work seamlessly, the underlying data 
must be synchronised across multiple dimensions: real-time telemetry, historical performance logs, 
geometric accuracy, and spatial positioning. Any inconsistency can lead to confusion or operational 
errors.

Achieving high data quality involves addressing issues such as completeness, consistency, accuracy, 
timeliness, and relevance. It requires a combination of robust data governance, automated 
validation tools, and cross-disciplinary collaboration between data scientists, domain experts, and 
developers.

Data needs for digital twins  
There are roughly five stages of reliable large-scale digital twin deployment that depend on the quality 
of the data:

1.	 Data capture

2.	 Digital twin creation

3.	 Real-time updates

4.	 Digital twin outputs 

5.	 Major updates to digital twin 

Each stage requires different types of datasets, collected by different entities allowing for a great 
number of divergencies in data collection, labelling and storage practices. Using the example of a 
smart city digital twin, we present a simplified matrix of the data needed at each stage:
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Data types Data collector 
examples

Necessity Data user Personal 
data 
involved?

Data capture Raw files and 
images from 
camera, LIDAR

Drone or 
video camera 
operator, LiDAR 
and other 
measuring 
sensors

To capture 
the likeness, 
measurements, 
depth of the 
real world

Digital Twin 
developer

Likely

Digital Twin 
creation

Image datasets Third-party 
(publicly 
available 
datasets)

Training or 
tailoring 
algorithms to 
interpret data 
capture files 
and create the 
digital twin

Digital Twin 
developer

Likely

Real-time 
updates

Sensors e.g. 
traffic, air 
pollution, lighting, 
manual inputs

City managers, 
sensor owners

To take the 3D 
model created 
from previous 
to stages and 
advance it to 
digital twin 
status

Digital twin 
developer/ 
manager

Unlikely

Digital Twin 
outputs

Text based 
insights such as 
recommendations 
(e.g. for 
maintenance), 
storytelling

Software/ 
product 
generated

To leverage 
insights from 
a digital visual 
replication of 
a real world 
environment/ 
scene

Residents, 
city planners, 
managers

Use case 
dependant

Maintenance 
and major 
updates

Updated data 
capture or sensor 
information

City managers, 
camera 
or sensor 
operators

To maintain 
accuracy and 
consistency 
with the 
real world 
environment

Digital twin 
developer/ 
manager

Likely

This example highlights roughly four roles involved in creating a large-scale digital twin of a real 
life scene. 

1.	 Scene capturer = operator of capture devices such as drone or video camera, LiDAR and 
other measuring sensors)
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2.	 Digital twin developer = responsible for recreating the real-life scene or object digitally 

3.	 Sensor operators/ managers = the source of synchronisation and updates from the real 
scene, e.g. through sensors

4.	 Digital twin owner = the person/ organisation responsible for decisions on the Digital Twin 
use case and defining its needs and requirements 

Depending on the size of the organisation involved these roles could all be assigned in-house, 
or they could be all or partially outsourced. Regardless clear lines of responsibility are needed to 
assign accountability. Below are recommendations for how practitioners in each of these roles can 
contribute to improving data quality:

Managing accuracy as a scene capturer

The first data captured as part of digital twin creation is that of the real 
life scene. For large-scale recreations such as those of parts of cityscapes 

different types of capture methods will be used: static and moving cameras with different 
types of lenses (e.g. wide-angle or fisheye), as well as LiDAR scanners, sensors for measuring 
distances (e.g. time-of-flight sensors) and global positioning sensors (GPS). For greater 
accuracy it might be necessary to capture the scene multiple times in different lighting and 
weather conditions, different seasons if outdoors, to account for any obstructions in previous 
capture sessions, recapture specific sections where footage was blurred or out of sync. 

The value of these large datasets is enhanced when they are accurately calibrated to one 
another. The various different types of cameras and sensors needed, capture may be done 
by different operators and therefore it is important to understand the aim of each capture 
session – what can be covered by each operator. For example, a drone camera can get a 
birds eye view of a town, but closer video footage may be needed of points of interest like 
bridges or town halls to accurately recreate them. 

Large-scale capture will generate large datasets and in order to not overwhelm data storage 
servers, as well as protect privacy by way of adhering to data minimisation principles it is 
important to define the aims of the data capture, what format the data is needed in and how 
data sharing will be done in advance of any recording sessions. 
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Selecting datasets to train algorithms as a digital twin 
developer

The data used to train and test the algorithms that interpret the scene and 
create the digital model are often available from third-party sources in online repositories 
(e.g. Zenodo, GitHub, ArXiv). This means their ability to carry out data quality checks is 
limited. Industry best practice sees data quality checks limited to choosing datasets based 
on the contents relevance to the algorithm’s intended task and little else (Clarke, 2016). Any 
inconsistencies found as part of the algorithm training for example are remedied ad hoc, 
according to the trainer’s needs and best judgement (‘The Data Deluge’, 2003). This process 
is often undocumented, however could be instrumental in attaching the developer’s bias to 
the dataset. An ad-hoc process also lacks scalability and therefore is not replicable as a data 
quality check across larger amounts of datasets. Thus more systematic checks are required 
for the completeness and consistency of datasets that are publicly available.

Image-based datasets may suffer in accuracy as it may be assumed, especially when 
large-scale capture is done with 360 camera angles, that everything is included in the 
images, meanwhile the distortion of the image could leave out elements important to the 
environment that are too small to capture when doing large amounts of capture yet have 
influence on the environment itself, e.g. a recording of a street taken from a car, may not be 
accurate enough in depicting the pedestrian walkways and their obstructions. Awareness of 
these pitfalls and shortcomings of the data once again helps prevent misinformed decision-
making.

Established standards for dataset selection for training models to be used in digital twins 
or in XR require selections to be made based on the content of the dataset. Developers 
must consider the dataset content, time of day and time of year that impact the lighting of 
the image, obstructing objects in the images, image resolution and distortion, and other 
impeding elements that may impact the model’s interpretation of the scene. Shortcomings 
in accuracy may come from a variety of things: datasets may have been collected over time, 
during which the methods of collection or labelling have been changed, and where existing 
data may have been updated post-hoc. We recommend: 

	● Translating key requirements of the digital twin to technical requirements for the 
datasets; What are the key elements of the scene? Which elements will influence 
decision making?

	● Understanding the shortcomings of a particular dataset that has been used to train an 
algorithm to identify why an algorithm is not performing as expected and guide the 
selection of additional datasets to finetune the model. 
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	● Being conscious of what might be left uncaptured and whether primary data collection 
is required to accurately re-create the scene.  

There is no clear way to know how the third party datasets have been collected. Was privacy 
infringed upon, was the content of the datasets stolen, what were the labour conditions 
for those who went through the tedious process of labelling the individual items? Online 
repositories have few restrictions in terms of what can be uploaded and shared based on 
geopolitical restrictions. More stringent data protection rules exist in the EU compared to, 
for example, China. Exploiting the lack of privacy restrictions in other parts of the world 
may be an easy way around appropriate data handling practices, but it is morally unsound 
and enables modern slavery practices to prevail. To manage these types of ethical concerns 
around data quality we recommend:

	● Promoting the use of versioned dataset fingerprints and data quality validation 
workflows (similar to software CI/CD lifecycles).

	● Encouraging repositories to publish not only datasets but also the validation scripts and 
pipelines used.

Completeness for a sensor manager

Depending on the set up of the digital twin creation team and the types of 
capture technologies available, there could be significant overlap in data 

capture and sensor manager roles. 

In urban environments, sensors often degrade over time or get misaligned due to 
environmental conditions. So it would be important to:

	● Define minimum calibration intervals depending on sensor type.

	● Logging metadata on sensor age, maintenance logs, and calibration history.

The pursuit of completeness in the heterogenous data is what makes the digital twins 
accurate and reliable. A risk with recreating a real-life scene realistically is that users will 
trust its accuracy based on appearance alone. One way to manage the risk of over relying 
or overly trusting the faithful recreations is to aim for completeness in the data collection by 
paying special attention to the details that are collected versus omitted.
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To mitigate for a lack of completeness it is important to be transparent about shortcomings 
and omissions as well as be able to trace back any in-system data-based recommendations to 
the source sensors. We recommend:

	● Recording and publishing the full data acquisition pipeline, including devices used, 
operators, software versions, and capture constraints (e.g., weather, lighting, traffic 
conditions).

	● Flagging images or point clouds with potential blind spots due to environmental 
occlusion or restricted zones.

Setting requirements as a digital twin owner

It is important as the digital twin owner to manage cross-disciplinary teams 
and define the protocols in order the minimise risk, protect privacy and 

ensure accuracy and reliability in the final product. The digital twin owner should therefore 
have an understanding of the requirements for what an accurate digital twin of the real life 
scene entails.  Sector specific research highlights that a lack of communication between 
departments, human error and lack of a definite strategy for data in an organisation are 
among the top reasons for poor data quality in an organisation (Experian, 2013). Even when 
various roles within the digital twin creation pipeline are outsourced, digital twin owners 
should define commonly understood best practices for data management. We recommend 
defining: 

	● The aim of the digital twin – what does it mean for the digital twin to be accurate

	● The file formats that data will need to be collected in

	● How data will be shared and stored 

	● What are the data protection risks associated with the digital twin development

A large-scale digital twin may have multiple use cases and therefore it is important to 
understand what are the minimum and target requirements for an accurate recreation of the 
scene. Urban environments vary greatly depending on time of day, seasons, and social use. 
To improve completeness we recommend: 
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	● Defining minimum guidelines for diversity in capture conditions (e.g. sunny vs rainy 
days, weekdays vs weekends, day vs night).

	● Explicit tagging of social dimensions in public space capture, to avoid biased 
representations (e.g., only capturing empty parks or only during working hours)

	● Evaluating the need for update frequency – do sensors need to be synced to the digital 
twin in real time or is some delay allowed and what is the technical feasibility behind 
each choice. 

Digital twins for cities often require precise geotagging. However, in sensitive areas (e.g. 
private residences, schools), anonymization or resolution blurring may be required. Guidance 
should cover:

	● Respecting EU General Data Protection Regulation (GDPR)-compliant anonymisation.

	● Marking sensitive zones within the digital twin data for limited access.

For improved transparency any data-based insights generated from the digital twin need to 
be labelled as such to the user. A digital twin owner will have insight into the omissions and 
made at various stages of development which need to be accounted for in the final product 
as limitations in any insights generated. We recommend adding disclaimers for the user:

	● Data-based insights should only be used to support decision making and should not be 
considered in a vacuum without additional context

	● Limitations in the accuracy of data-based insights may come from a delay in 
synchronisation to the real world, an omission of a certain type of variable, or an 
overemphasis on another variable. 

Conclusion 
In summary, managing data quality is key to a reliable digital twin and requires intervention at 
multiple stages of the digital twin creation process. Establishing key lines of accountability for 
quality across the delivery team can support achieving the set goal. This brief has provided 
recommendations specific to some of the main roles within the digital twin creation pipeline. 
However, each organisation has different structure and culture. How these roles relate to your 
own organisation’s nature and requirements should be considered as part of taking on the 
recommendations. 
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